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MIS 2011 Audit items BATTERY PARK
Crry AUTHORITY

In January 2011, Tailored Technologies LLC (“TT"), acting on behalf of Marks Paneth
& Shron LLP completed an Information Technology (“IT”) audit of Battery Park City
Authority’s (“BPCA”) management information systems (“MIS") in conjunction with the
fiscal year 2010 audit of the financial statements. TT examined the controls within the IT
infrastructure and collected and evaluated BPCA’s infontﬁéfion systems, practices, and
operations to ensure the optimal use of automation and reliance on computer controls for
an effective and efficient audit process. The following are TT's recommendations and
BPCA’s responses. |

1) MIS Rights to Financial and Operatioﬁéﬂ,_ Syste;qs_;.

Observation: The members gIS staff hav‘ full admmlstratlve access to the

ADP systems.

Recommendation;: _
procedures for the MIS Department to access the financial and operational systems. Best
practices dlctate the MIS Dep'rtment should not have continual administrative access to
these systems and there sho d be a documented procedure to give temporary access to
the MIS Department as required. The management of user access within the financial and
operational systems SHbul Hgble the responsibility of the individual department managers
for each system and not the MIS Department. To ensure that the management of user
access and passwords continues smoothly, the MIS Department should document the
processes to add, update and remove access for each system. If, upon formal review,
management concludes the MIS Department should have continual administrative access,
then we recommend management create a documented set of formal procedures which
detail the processes to follow in order to fully audit the data in the financial and operational
systems and the network and application access accounts. The formal process of
documenting the procedures will allow management the opportunity to analyze in detail
the safeguards that need to be put in place and will provide an explicit checklist and
schedule for the internal auditors to follow.




2)

Management’s Response;: BPCA agrees with this recommendation.

Management will undertake a full review of the current practices in the MIS
Department regarding access to the Authority’s financial and operational
systems to identify weaknesses and/or deficiencies. In response to the
immediate concern regarding the MIS Department’s “virtual administrative
access” capability, BPCA will implement procedural safeguards to control
access to the Authority’s financial and administrative systems. Initial steps
will include establishment of time and user access restrictions through
individual instruction, written procedures, or other appropriate measures.

Administrator Password Management

Observation: We were informed that admini§ ator' passwords for the network,

applications, and network dev1ces are stored in a spreadsheet in the MIS dlrectory

stored off-site and management ‘

3access to the 'st

Recommendation: Management should consnder lmplementlng a procedure to
maintain both a secure onsite and. off-site copy of all network, application, and
service login credentlals ina secure’ ]ocatlon Addltlonally, select members of senior
management should have access to both copies. A secure off-site copy of
administrator pasSWords prevides access to this critical information in the event
BPCA experlences a dlsruptlon to accessing the critical financial and operational
software and ha ware gjstems. or the main location is not accessible. The
procedure should ___{l_}}de a ’p;sqcess to update the onsnte and offsite coples of the
: - We

in a password Safe_ apphcatlon which uses either AES or Biowﬂsh encryptlon

Management’s Response BPCA agrees with this recommendation. BPCA has
now begun to encrypt the passwords onsite. As to offsite storage of
passwords, BPCA currently stores and has always stored its passwords offsite
in a secure location. However, those passwords are not immediately
retrievable. BPCA will now have access to the passwords in real time. In
addition to the Director of IT, the President & CEOQO, the Executive Vice
President/Chief Administrative Officer will have copies of the passwords.



3) Oversight and Auditing of Network and Application Accounts

Observation: There are no formal procedures for monitoring and auditing network
and application accounts. The MIS staff reviews the security logs intermittently but
does not have a proper checklist to audit accounts and access privileges.

Recommendation: Management should consider creating formal pohcxes and
- procedures to audit network and application access. ‘

We recommend that, at a minimum, the network account audit should:

1.

Compare active network accounts against the llSt of staff temps contractors,

Resources Department.
Review security logs to determine: that all account status transactions match
the record of additions and deletlons based on the network account review.
It should be determined whether any temporary or “gho’st” accounts have
been created

activity.
Review server securlty logs- to!i
activity. ..

We recommend ‘that ata jr‘ninimum the application account audit should include:

1.

2.

Comparing actlve apphcatlon accounts agamst the known list of application
users.

Rev1ew1ng the pr1v1]ege level of all active accounts to ensure all accounts
have the properand appropriate privileges based on user’s responsibilities.
Reviewing : security matrix for unused temporary accounts regarding
temps, contractors, and consultants who have been approved for access. All
accounts that should niot have access should be disabled or purged.

Management's Response: BPCA agrees with this recommendation. BPCA will
implement the recommendation and will draft procedures consistent with the
recommendation. '



4) Systems Monitoring

Observation: We were informed the MIS Department does not take a proactive
approach to monitoring and auditing the hardware and software environment at
BPCA. The server inventory documentation is created manually and inventory
documentation does not exist for the workstations. This can potentially lead to
additional IT costs as well as potential business disruptions.

Recommendation: Management should consider directing the MIS Department to
take a more proactive approach towards monitoring and documenting the IT
environment. The MIS Department could utilize the ‘asset and change tracking
modules of the existing Track-IT help desk applicatiOn to monitor and audit the

limited to:

1. Lansweeper Pro (http: [[wwwlansweeger com)

2. Belarc Belmanage (http://www. belarc com'l

Management’s Response: BP iagrees w1th :this recommendation. BPCA
currently has several softwarei package Wthh have been lmplemented to a

Observation: Data i's‘j'j‘backed, up daily to magnetic taj)e. The daily tapes are
transferred twice a week to an offsite repository managed by Iron Mountain. The
daily tapes are saved for 4 weeks. A monthly tape is saved for a year, and an annual
tape is saved for seven years. While this rotation of tapes is properly documented,
the details of what data are backed up and how it is backed up is not documented.

The process of restoring data is undocumented. In addition, there are no formal
procedures to test the data restore process on an ongoing basis and to test the
viability of tapes in the rotation. While there is a procedure for authorizing the
restoration of data it is also undocumented. '

Recommendation: Management should consider documenting' all backup policies
and procedures as well as periodically reviewing these policies to verify the
contents and appropriateness of each. This can result in the consolidation of backup
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jobs and related hardware, leading to potential cost savings. We recommend the
documentation mclude at minimum:

1. A description of the data retention requirements for both short term
operational needs and the long term compliance requirements.
2. A full description of each backup job including the intended scope of the job,
the server, the drive, the directory structure and to which storage device the
~ backup is directed.
3. Adescription of the configuration and schedule for each backup job including
the automated status notifications to be delivered to the designated MIS staff.

?\ s current data tape backup
pgly obsolete as other more

Management should also consider re-evaluating
solution Data tape baCkUPS are becoming incf. :

2. :‘:An Internet based backup solutlon that will backup network data to an
nternet based on lme*servnce in a secure fashion. ThlS optlon prov1des for

i. Iron'Mountain (http://ironmountain.com/dataprotection)

ii. Seagate’s 1365 (http://www.i365.com/data-backups/index.html)

iii. AmeriVault's VenYu (http://www.venyu.com/)

3. Ifthe use tape based backup is continued, we recommend the following:
i. Securely store all onsite and offsite tapes in data rated fireproof safes.
ii. Replace the actual data tapes at least every 6-9 months.
iii. Clean the recording heads on the tape drives according to the drive
manufacturer’s maintenance recommendations.

4. The backup policy should include a procedure to perform test restores on the
tape media on a regular basis. Implementation of a policy to perform test
, 5 : :



restores on a periodic basis ensures the backup media is in good condition,
the intended data is being backed up, and the restored data is correct and not
corrupted.,

5. The backup policy should include the procedures detailing who is authorized
to request a data restore and what data they are authorized to request.
Special consideration should be given to the procedures for requesting the
restoration of financial or confidential information.

Management’s Response: BPCA agrees with this recommendation.
Management will begin a full review of existing back-up policies and
procedures, including relevant documentatmn As part of that review, staff
will assess the current data tape back-up soluti _ on and suggest more up to date
solutions to the IT Steering Committee for onsnderatlon

Regatta, and Albany locations only have a ._smgle_l;pjuter and firewall device 1nstalled.
There are key connections between Orie World Financial Center and Regatta and
between One World Fmancral Center and Albany that do not have backup or failover
devices in place ‘

Recommendatmn. Management should consnder, given the importance of Internet
and updated ﬁrewall and router at each site to be used in the event the existing
hardware’ falls This: will enable a quicker recovery from firewall or router
hardware failiire, As th Albany site becomes operational, consider reviewing the
‘data connectlon' between all sites and modifying as necessary. Consider
provisioning a redundant, auto-failover connection between the One World
- Financial Center, Regatta, and Albany sites.

Management’s Response: BPCA agrees with this recommendation. Staff will
assess the existing infrastructure and cost impact of this recommendation to
ensure sound auto failover connections.



7) Critical Applications Versions

Observation: We understand some critical applications are out of date. The
-~ Microsoft Dynamics version 9 is no longer supported by Microsoft as of January 11,
2011. While management is already aware of this we understand the current
Microsoft Dynamics GP vendor is capable of supporting the current version on a
time and material basis. Both Crystal Reports, used for financial reporting, and
Sage’s Abra human resources system are two full versions behind. The concern is if

criticality. We recommend BPCA pursue a "al software selectlon process to
ensure the new apphcatlons w1ll meet t rrent and future needs of the

Steering Committee., .

Observation: We were informed that while there is an IT Steering Committee at
BPCA it has not been convened for at least 6 months. We were told that this Steering
Committee used to meet at least once a quarter.

Recommendation: Management should consider scheduling these meetings on a
rotation consistent with the -technology needs of BPCA. We recommend these
meetings be held at least every 6 months to review and approve IT plans and
priorities as well as assess and address risks related to technology deployed
throughout the organization.
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Management’s Response: BPCA agrees with this recommendation. The IT
Steering Committee has met twice in response to the IT audit and will be
meeting regularly to update the MIS policies as well as work on a Business
Impact Analysis for the entire organization (both BPCA and the BPCPC) as the
first step to a global Business Continuity plan.

Disaster Recovery Planning

Observation: While BPCA does have data backup procedures in place, it lacks a -
comprehensive Business Ct)ntinuity Plan for key ﬁn ficial and operational systems

A comprehensive assessment
of the potential impacts, acceptable down tlmes and af‘actionable recovery plan for
operations at BPCA has not been developed A complete plan will assist

: management in understanding the orgamzatlon s risks and options with respect to

managing unforeseen disruptions. In addltlon the Business Continuity Plan should
be updated on a regular basis to reflect changes in the operational and computer
infrastructures. L ‘

We note the MIS Department is in the process of constructmg mirrored server
environments in both the One World Financial €enter and Albany locations. The
plan is to replicate appllcatlons and data from One World Financial Center to Albany
at regular intervals throughout the day..Under this plan, the Albany location will be
used as a remote databac cipfac ty_and a failover site.

audit process tooffer all :the necessary components of a fully operational plan.

1. Create an orgamzatlon wide business continuity plan covering all mission
critical aspects of the organization including, but not limited to, technology.

2. Conduct a Business Impact Analysis to determine what the mission critical
functions at BPCA are, who performs them and what resources would be
needed in a business interruption. These critical - functions and the
corresponding procedures should be fully documented and included as part
of a comprehensive Business Continuity Plan.

3. As part of a Business Impact Analysis, evaluate and document the “Recovery
Time Objective” for mission critical functions. Include in your evaluation
“busier” times of the year (or month) and decide upon a suitable course of
action for these time periods. -



4, Management should prioritize the completion of the mirrored server

environments between the One World Financial Center and Albany locations.

Include full testing, documentation and periodic updates of the remote access

procedures to the Albany servers and distribute to staff.

Create and document a formal data backup and restore procedure.

6. Make sure physical copies of all installation media for operating systems and
applications are stored off site. Include a full list of registration and licensing
information.

7. Ensure all BPCA’s vendor contact information, including the IT vendors is
documented and periodically updated in the Business Continuity Plan.

8. Make sure management has access to administrative network security rights
in the event that the MIS staff or outside consultants become unavailable in a
disruption.

9. Develop and document emergency procedures and distribute to each
employee. =~ aEh

10. Keep a copy of the Plan stored in an: off-s1te locatlon Consider requiring key

staff to keep a copy of the Plan stored on a secure US-B~dr1ve so that the Plan

is avallable to them at all tlmes. '

“n

Managements Response“ BPCA agrees w1th" thls recommendation. The IT
Steering Commlttee will conduct a Busmess Impact Analysis as a first step in

11111

developing a comprehenswe Busmess Continuity Plan. In the interim,

completion of the ﬁi'li"rored envu'onment in Albany will continue in order to
ensure that remote back- -up and fail-over systems are in place while a more

comprehenswe plan is developed.




